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NOTICE REGARDING  
WIRE FRAUD/ 
CYBER CRIME 

Please be advised there are scams which involve companies capturing information from 
unknown sources, which could send an email or text that appears to either be from you, your 
real estate agent, your lender, or your title company requesting that you wire/transfer funds to 
an account or that the title company wire your funds to a fraudulent account.  This also 
applies to sending personal/confidential information to someone. 

This scam usually works by a fraudster hacking into a title company, lender or real estate 
broker email system to located communications that identify a transaction ready to close.  
The fraudster then creates a bogus email to the buyer giving instructions how to wire transfer 
funds for the closing.  The email may appear to be a legitimate email communication from the 
title company, lender or real estate agent/brokerage without any hint the funds will be wired to 
an account controlled by the fraudster and not the title company or lender.  Once the wire 
transfer is complete, the funds are then immediately wired again to another account, usually 
in a foreign country.  At that point, there is little hope of ever reversing the wire and stopping 
the fraud. 

DO NOT COMPLY WITH EMAIL INSTRUCTIONS TO WIRE FUNDS OR TO SEND 
PERSONAL/CONFIDENTIAL INFORMATION! 

In order to protect yourself from potential cyber fraud, do the following:

* NEVER provide personal information to your real estate agent.  This information includes 
your social security number, driver’s license number, credit card information, date of birth, or 
bank account information (unless for Tenant Representation, then Password Protect or Lock 
any file).

* NEVER wire transfer funds to a bank account for a Raymond Leon & Associates, LLC 
agent.  There is never a reason why a real estate agent needs possession of funds from a 
client.

*
* NEVER wire transfer funds to a title company pursuant to an email without first contacting 

the title company by telephone to speak with the closing officer or escrow assistant.  DO 
NOT CALL the title company at the number on the possibly bogus email, but instead use the 
telephone number found on the title company receipt which is generally the last page of the 
contract of sale.  If you cannot find the telephone number apart from the email, then contact 
your real estate agent for the correct telephone number.

Initials: Initials:

sm

www.RaymondLeon.com 
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* ALWAYS be suspicious of any email requesting the wire transfer of money.

* BE AWARE that no email system can be fully protected against fraudsters, including the 
email system of Raymond Leon & Associates, LLC.

* ALWAYS be smart and alert, never forgetting there are many people across the globe 
finding ingenious ways to induce you to act in a manner that puts your money in their 
pocket.

NEVER LOGIN TO AN UNKNOWN WEBSITE!

ACKNOWLEDGEMENT:

Signature: Signature:

Printed Name: Printed Name: 

Date: Date:

NOTICE REGARDING  
WIRE FRAUD/ 
CYBER CRIME 

(continued) 
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